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COURSE DESCRIPTION CARD - SYLLABUS 

Course name  

Advanced System Security 

Course 

Field of study 

Computing 

Area of study (specialization) 
Cybersecurity 

Level of study 
Second-cycle studies 

Form of study 

full-time 

Year/semester 

1/1 

Profile of study 

general academic 

Course offered in 

English 

Requirements 

elective 

 
Number of hours 

Lecture 

15 

Tutorials 

      

Laboratory classes 

45 

Projects/seminars 

      

Other (e.g. online) 

      

Number of credit points 

5 

Lecturers

Responsible for the course/lecturer: 

Michał Szychowiak, PhD 

e-mail: Michal.Szychowiak@cs.put.poznan.pl 

tel. 61 665 2964 

Faculty of Computing and Telecommunications 

ul. Piotrowo 3 60-965 Poznań

Responsible for the course/lecturer: 

 

 
Prerequisites 

Student starting this module should have basic knowledge regarding operating systems, network 

technologies, and fundamental concepts of cryptology. Should also efficiently use the Unix family and 

MS Windows operating systems, have basic programming skills, and be able to acquire additional 

information from supplementary sources. 

Student should also understand the need to extend his/her competences. In addition, in respect to the 

social skills the student should show such attitudes as honesty, responsibility, perseverance, curiosity, 

creativity, manners, and respect for other people. 
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Course objective 

1. Provide students with a detailed knowledge of the security of computing systems in the field of 

computer networks and distributed processing. 

2. Develop students' ability to solve particular security problems of distributed processing and data 

protection in a distributed environment.  

Course-related learning outcomes  

Knowledge 

Upon completion of the course the student:  

1. has well-established theoretical knowledge regarding algorithms and computational complexity, 

computer systems architecture, operating systems, and networking technologies 

2. has detailed theoretical knowledge related to selected areas of computer science 

3. has knowledge regarding trends and the most important new developments in computer science and 

related disciplines, concerning in particular security threats and methods of protection 

4. has basic knowledge regarding life-cycle of software or hardware systems 

5. knows the basic methods, techniques and tools used to solve problems in the field of information 

security 

Skills 

Upon completion of the course the student is able to: 

1. acquire, combine, interpret and evaluate information from literature, databases and other 

information sources (in mother tongue and English); draw conclusions and formulate opinions based on 

it 

2. to plan and arrange self-education process 

3. to employ analytical, simulation, and experiment methods to formulate and solve engineering tasks 

and basic research problems 

4. to combine knowledge from different areas of computer science (and if necessary from other 

scientific disciplines) to formulate and solve engineering tasks; and use system approach that also 

incorporates nontechnical aspects 

5. to formulate and test hypotheses regarding engineering problems and basic research problems 

6. to assess usefulness and possibility of employing new developments (methods and tools) and new IT 

products 

7. to propose enhancements (improvements) to existing technical solutions 
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8. to evaluate usefulness of methods and tools (also to identify their limitations) used to solve 

engineering tasks, i.e., building IT systems or their components 

9. to design (according to a provided specification which includes also non-technical aspects) a complex 

device, an IT system, or a process; and is able implement it (at least partially) using appropriate 

methods, techniques, and tools (including adjustment of available tools or developing new ones) 

Social competences 

Upon completion of the course the student:  

1. understands that knowledge and skills related to computer science and data mining quickly becomes 

non relevant 

2. knows examples of data mining and analysis and understands their limitations 

3. is aware of the social role of technical university graduates, and especially understands the need of 

informing the society (especially through mass-media) about new developments in engineering and 

others areas 

Methods for verifying learning outcomes and assessment criteria 

Learning outcomes presented above are verified as follows: 

Formative assessment: 

a) lectures:   

  • based on answers to question in a written exam, 

b) laboratory classes:  

  • evaluation of doing correctly assigned tasks (following provided lab. instructions). 

Total assessment: 

a)  verification of assumed learning objectives related to lectures: 

  • evaluation of acquired knowledge on the basis of the written exam, 

b)  verification of assumed learning objectives related to laboratory classes: 

  • evaluation of student’s knowledge necessary to prepare, and carry out the lab tasks, 

  • monitoring students’ activities during classes,  

  • evaluation of the written final test concluding the laboratory classes.  

Additional elements cover: 

  • discussing more general and related aspects of the class topic, 

  • showing how to improve the instructions and teaching materials. 



 

4 
 

Programme content 

The course covers the following topics: 

Formal access control models and their practical implementations, with special attention to DAC, CAP, 

MAC, RBAC and ABAC models. System hardening for increased security: sandboxing (chroot), 

compartmentalization (Docker containers, Windows AppContainers), restricted execution environment 

(AppArmor, SELinux). Secure global network infrastructure (configuration and use of the DNSsec 

service). Distributed authentication and access control (Kerberos, Active Directory, Radius). Cross-

platform (Linux, Windows, Cisco IOS) VPN technologies: IPsec and OpenVPN. Advanced firewalls 

(NextGeneration Firewalls), IDS/IPS systems (Snort/Suricata), and Application Layer Gateways 

(ModSecurity). Protection against DDoS attacks. Security of the Web Services and Service Oriented 

Architecture environment. Operating system and application vulnerability assessment (Kali Linux, 

BurpSuite). Security monitoring and event management.  

Teaching methods 

1. Lectures: multimedia presentation illustrated with examples and showcases 

2. Labs: practical exercises, discussion, teamwork, competitions or case studies 

Bibliography 

Basic 

1. William Stallings, "Cryptography and Network Security: Principles and Practice", VII ed., Pearson 

Education, 2016 

2. Joseph Migga Kizza, "Guide to Computer Network Security", IV ed., Springer-Verlag, 2017 

3. Jie Wang, "Computer Network Security Theory and Practice, Higher Education Press, 2009 

Additional  

1. Hakima Chaouchi, Maryline Laurent-Maknavicius, "Wireless and Mobile Networks Security", Wiley, 

2009 

2. Jaydip Sen, "Applied Cryptography and Network Security", InTech, 2012 

3. Chris Fry, Martin Nystrom, "Security Monitoring", O'Reilly, 2009 

4. Bartosz Brodecki, Jerzy Brzeziński, Piotr Sasak, Michał Szychowiak, "Problemy bezpieczeństwa w 

architekturze SOA", w Damian Niemir, Maciej Stroiński, Jan Węglarz (Eds.): "Nauka w obliczu 

społeczeństwa cyfrowego", Ośrodek Wydawnictw Naukowych, 2010 
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Breakdown of average student's workload 

 Hours ECTS 

Total workload 125 5,0 

Classes requiring direct contact with the teacher 60 2,5 

Student's own work (literature studies, preparation for 
laboratory classes/tutorials, preparation for tests/exam, project 
preparation) 1 

65 2,5 

 

                                                      
1
 delete or add other activities as appropriate 


